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Opening [Send Secure] Emails

To protect your organization’s data, emails sent outside of CalPERS that contain
personal identifying information (i.e., name, Social Security number, address, telephone
number, etc.), will be encrypted using the [Send Secure] feature in Microsoft Outlook.
This is in accordance with procedures approved by the CalPERS Information Security
Office.

If you are a first time recipient of a [Send Secure] email, you will need to register with
Cisco® before you access the encrypted information. To register, you will need to
provide your name, create a password, establish a personal security phrase, and
answer three security questions. Below are the steps for opening a [Send Secure] email
from CalPERS and completing the one-time registration required by Cisco.

Opening a [Send Secure] Email

1. Go to your email program and open the [Send Secure] email. Select the

securedoc.html icon.

* [SEND SECURE] Send Secure Test Thursday, April 7, 2011 11:16 AM

aleers.cacovs 9

S 1 File [104KB

) —

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You will be prompted to spen (view) the file or save (download) i to your
computer. Far best results, save the file first, then cpen it in a Web browser. To access from a mobde device, forward this message to mobile@res.cisco.com to
receive a mobile login URL

sender drectly.
nt. For more information, click the follewing Help link.

p - hitps://res ciso
About Cisco Registe:

! Cisco is a worldwide leader in networking and is committed to transforming how people connect,
communicate and collaborate. CalPERS leverages the functionality offered by Microsoft, in collaboration
with Cisco, to send information securing to its business partners.
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2. Select the Download File hyperlink.

* [SEND S£CURE] Send Secure Test Thursday, April 7, 2011 11:16 AW

Fromu "Uyeds, Anne” cAnne_UyedagCalpers.ca.covs B

To: “suyeda? ™ <auyeda77SEE
# :F.iq {104KB)

B

secureda

Mo virus threat detected File: securedec himl Download Fila < AntiVirus

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You will be prompied to open (view) the file or save (download) it to your
computer, For best results, save the file first, then open it in a Web browser. To access from a maobile device, forward this message to mobile@res.cisco.com to

receive & mobile login URL.

1f you have concerns about the validity of this message, contact the sender directly.
First time usm mlln«d:o egrneh Idte ope cthe Mﬂadul\enl For more information, chick the followsng Help link.

Ip - i i /
About Cisco Ileqlﬂel‘ed Email Service - nn :-'

3. Select the Save button to store the document on your computer and then select the

file to open it when the download has completed. Or, if you prefer not to save the

file, select the Open button.

File Download

Do you want to open or save this file?

(e Name: securedoc.html

Type: HTML Document, 103KB
From: 68.142.200.12

[ Oven J[ save [ Concel |

ham your computer. if you do not trust the source, do not open or

F@ While files from the Intemet can be useful, some files can potentially
save this file. What's the risk?
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4. If you have not yet done so, you will need to register for a Cisco account by selecting
the Register button. If you already have a Cisco account, please skip to step 10.

M. CalPERS

Message Security: High

Otelo
I From: Uyeda, Anne <Anne_Uyeda@CalPERS.CA.GOV=>
To: auyeda7768@yahoo.com
Subject: [SEND SECURE] Send Secure Test

To open this message, first click the button to

register. After registering, come back to
cantinue opening the message.

Select a different address

Cisco Registered Envelope Service cisco
g
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5. Complete the New User Registration form and select the Register button at the

bottom of the page. All fields with an asterisk (*) must be completed.

NEW USER REGISTRATION

7o assure fture messapes from this service are not accidentally filtered out of your emall, please odd
“DoNMR DNy S res.0500.00m" L0 your Address Bock or Safe Sender List.
* = requred field

Enter Personal Information

Emai Address suyeda??élfyahoo.com

[ The Lanpuage setting will be stoved for future pn
tanguage |English B and emald petfeations.
First Name*®
Last Name®

Create a Password
Enter 8 minimum of 6 characters or numbers,
Passwerd® Passwords are case-sensiive. Your passwoed must
contain both letters and numbers,

Corfem Password®

Enter 8 short phrase that only you will know, This
phrase will appear on message enverdpes nhen you
fog in, When you see your phrase, you know you
are Rpping I 10 our sedure sle. Masp infa

Personal Secunty Phrase®

/) Enadle my Personal Secunty Phrase.

Select 3 Security Questions
You mill be asked these cvestions in the Rture f you forpet your password,

Question 1* | Select a questin... [+]
Argwer 1* i _
Confirm Angwer 1*
Question 2* | Select 2 questin... [=]
Argaer 2® -
Confirm Angwer 2*
Question J* mlw B
Answer 3* -

Confirm Argaer 3*




PUBLIC EMPLOYER
READINESS TEAM»

pert

Opening [Send Secure] Emails

6. You will receive the following on-screen message instructing you to finalize your

account activation.

FINAL STEP: ACCOUNT ACTIVATION

Your Cisco Registered Envelope Service account was
successfully created.

Instructions to activate your account have
been emailed to auyeda7768@yahoo.com.

Please check your inbox. If you do not see an
account activation email, check your junk email
folder.

7. Return to your email program to activate your Cisco account. The email subject line

should read, “Please activate with CRES.”

B CRES Do Not Reply

Please activate with CRES

8. Open this email message and select the Click here to activate this account

hyperlink.

* Please activate with CRES
From: "CRES Do Not Reply” <DoNotReply@res.cisco.com> B9
To: auyeda?768Gyahoo.com

Thursday, April 7, 2011 2:30

Activation

Dear anne uyeda,
Thank you for with Cisco
Servics by activating your account.

dope Service. To complete your registration, you must confirm your intent to register and your acceptance of the Terms of

and entering this confirmation number: f31eda37000001 2314

]

i 3
You can also agtivate this account by geing to <ittps:fires csco.
To stop the @;arjm process you can cancel this account,
ik by i

You can also chncel this account by going to LISCO, number: f31
IMPORTANT
To help keep ypur personal safe, Cico
Welcome to CRES)

and entering this

that you never give your CRES password to anyone, including Cisco employees.

To know baut Cisco Reg d Ervel
Tarms of Servjce: GESCD.
Privacy L sronport.

Sernice, see hitps:/fr
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9. Verify that the EMAIL ADDRESS CONFIRMED window displays.

EMAIL ADDRESS CONFIRMED

You have activated the account for
auyeda7768@yahoo.com, Registration for this email
address is now complete. To exit this page, close
your browser window. After exiting this page, return
to your Registered Envelope and enter your
password to openit.

10.Return to the Cisco Registered Envelope, enter your Cisco password, and select the
Open button. You can also verify your Personal Security Phrase which displays on

the right side of the screen after you've completed the registration process.

. CalPERS o

oH_ﬂE Messa;ge‘ S-réninty.: High
l From: Uyeda, Anne <Anne_Uyeda@CalPERS.CA.GOV>
To: auyeda7768@hotmail.com Parncnal Secuirity Phse
Subject: [SEND SECURE] test Your personal phrase is
not enabled on this
é Password: machine.
Forgot password? More info

"] rRemember me on this computer.

] Enable my Personal Security Phrase.

N

Select a different address
If you experience problems opening this message, try to Cpen Cnline

Ciscd Registered Envelope Service Ly
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11.You may receive the following message when attempting to open the email or

attachment. Simply select the Run button. Note that by checking the box next to

“Always trust content from this publisher,” you can prevent this message from
displaying in the future.

The application's digital signature has been verified. «
Do you want to run the application? =’
Name: PostiTools

Publisher: Cisco Systems

From:

http: ffapplet.postx. com

Always trust content from this publisher

Run l [ Cancel

This application will run with unrestricted access which may put

your personal information at risk. The publisher’s identity has been
verified. Run this application only if you trust the publisher.

More Information...

12.You can now view the [Send Secure] email content.

A\ CalPERS —

Secured Message

From: Uyeda, Anne <Anne_Uyeda@CalPERS.CA.GOV>
To:

Reply |
"auyeda7768@yahoo.com™ <auyeda7768@yahoo.com>
Date: April 7, 2011 6:16:23 PM GMT

Subject: [SEND SECURE] Send Secure Test
Send Secure Test

AN
@© 2000-2010 Cisco Systems Inc. All rights reserved.

Note: Do not select the Reply button in this window unless you intend to reply with
confidential data and your email program is configured to send messages using the
[Send Secure] functionality.
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13.If attachments were included in the message, they will be displayed as hyperlinks.

A CalPERS

Secured Message

From: "Morono, Diane" <Diane_Morono@calpers.ca.gov=
To: rpmvette@att.net
Date: October 7, 2008 9:13:11 AM PDT
Subject: [SEND SECURE]Health Information
Attachments: Out of the Office.doc
AN




